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1
Decision/action requested

This document resolves Editor’s Note in 4.3.2.2 of the living document on SBA. This EN is to study how JOSE works when there are multiple HTTP sessions between two NFs.
SA3 is requested to approve the resolution text in section 4.
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Discussion
There is an EN against solution based on JOSE framework (Solution #2) that aims to study how JOSE works when there are multiple HTTP sessions between two NFs.
Editor’s Notes: It is FFS how JOSE works when there are multiple HTTP sessions between two NFs, for e.g. between AMF and AUSF.

In this paper, we present our analysis of this issue followed by a conclusion.

3.1
Analysis

JOSE framework provides a mechanism to integrity protect and confidentiality protect JSON data, and creates an output which is again a JSON data structure in a predefined format as specified in JWS [3] (for integrity protection) and JWE [4] (for confidentiality protection). 

The main set of inputs needed by JWS or JWE are the input data (which requires protection) and key information. JOSE then executes the required operation and produces a JSON datastructure according to the RFCs [3] and [4].

In SBA, the JOSE is applied on JSON payload in SEPP. The SEPP does the following:
1) When SEPP receives a HTTP Request/Response message as part of the API service call, it identifies JSON data structures in the message payload and executes JOSE on the HTTP message payload, using whatever key management mechanism that is chosen for SEPP. 
2) This generates an Integrity protected or confidentiality protected JSON data structure which replaces the original JSON data structures in the HTTP Request.The security enabled HTTP Request message is then sent over the wire to the peer SEPP. 

SEPP repeats steps 1) and 2) independently for every HTTP Request/Response message.

NOTE: The key management mechanism used to integrity protect and confidentiality protect application layer data could for e.g be based on a single symmetric key derived for use between two SEPPs. Or PKI may be used to protect specific Content Encryption Keys between two application layer endpoints. This is outside the scope of this EN.

In HTTP /2, all connections are persistent by default. It uses one persistent TCP connection to service multiple simultaneous requests, as opposed to opening a new connection for every single request/response pair. This aspect of HTTP/2 has no impact on how SEPP applies security based on JOSE. Each HTTP Request/Response message is handled separately by SEPP, irrespective of how they are sent in the underlying TCP connections.

3.2
Conclusion

As a security library, JOSE is transparent to how HTTP messages are sent between two endpoints and how SEPP receives HTTP messages and in what order. The SEPP executes JOSE for every HTTP Request/Response message that transits through it. 

The EN in 4.3.2.2 is therefore removed.
4
Detailed Proposal
***
BEGIN CHANGES
***

4.3.2 Solution #2: Application layer protection based on JSON Object Signing and Encryption (JOSE)

4.3.2.1

General

Following aspects are considered when designing a solution for e2e protection of application layer information in the HTTP payload:

-
Which protocol to use to secure JSON content

-
Where to implement e2e security in the network

-
Which JSON information elements to protect and what kind of protection is required 

-
Algorithms to use for protection and their negotiation between two Edge Proxy end points

-
Key management aspects including key distribution to the Edge Proxies

-
Protection mechanism that allows selective protection of the payload while allowing other unprotected payload to be modified by the intermediaries

4.3.2.2
Application layer protection based on JOSE

JOSE [10] provides a set of specifications to protect JSON based data structures. These include standards for 

-
representation of integrity-protect JSON data based on public-key digital signatures as well as symmetric-key MACs using JSON Web Signing (JWS) [11], 
-
representation of encrypted data using JSON Web Encrypton [12],

-
specifying how to encode public keys as JSON-structured objects, 

-
specifying algorithms and algorithm identifiers using JSON Web Algorithm [13],

-
specifying a means to protect private and symmetric keys via encryption.

JOSE shall be used to protect JSON based application content in SBA. 

***
END CHANGES
***

